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1.

SUMMARY AND ACKNOWLEDGEMENTS

In this report, I will explore the history of cryptography, looking at the origins of cryptosystems
in the BC years all the way through to the current RSA cryptosystem which governs the digital
era we live in. I will explain the mathematics behind cryptography and cryptanalysis, which is
largely based around number theory, and in particular, modular arithmetic. I will relate this to
several famous, important and relevant cryptosystems, and finally I will use the MATLAB
program to write codes for a few of these cryptosystems.

I would like to thank Kuldeep Singh for his feedback and advice during all stages of my report,
as well as enthusiasm towards the subject. I would also like to thank Mr Laurence Taylor for
generously giving his time to help me in understanding and producing the MATLAB coding used
towards the end of this investigation.

Throughout this report I have been aided by the book ‘Elementary Number Theory’ by David M.
Burton, amongst others, which was highly useful in refreshing my number theory knowledge
and introducing me to the concepts of cryptography; also Mr Kuldeep Singh’s ‘Maths-For-All’
website for the same reasons.
I hope you find this investigation very interesting and stimulating, as I did while producing it.
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2.

INTRODUCTION TO CRYPTOGRAPHY

For as long as forms of communication have existed, there has always been a need to protect
and secure information, from the sender to the recipient, without external parties being able to
receive any of the information. Cryptography is the study into this field of protecting
information, typically in the form of a message. Let’s begin with an example (Cetef, 2013) of
this:

Suppose two people, Alice and Bob, are exchanging messages over the internet. These messages
are private between the two of them, so nobody or nothing else should be able to access or alter
the information in the messages (this is known as eavesdropping). When Alice types a message
to Bob, this is called plaintext – it is the information which is intended for Bob. When she sends
the message, it is encrypted by a key which transforms the information into ciphertext – it has
no clear relation to the original plaintext, and generally makes no sense. Once Bob receives the
ciphertext, he can use a key (often the same key that Alice used) in order to decrypt the
ciphertext and revert it back to plaintext, containing the original information that Alice wanted
to send. The algorithm of using a key to encrypt and decrypt a message is known as a cipher, and
altogether with the plaintext and ciphertext, we have a cryptosystem.

FIGURE 1 – A DIAGRAM OF A TYPICAL CRYPTOSYSTEM

As aforementioned, there are cases when the keys used in the cipher can be the same or
different:
•

•

If the keys are the same (i.e. 𝑘𝑘𝑒𝑒 = 𝑘𝑘𝑑𝑑 ), then the cipher is symmetric or private. This is
because the key is symmetric between both parties, and must remain private between
them to avoid the information being revealed to eavesdroppers. Both the sender and
receiver need to know the key in advance for the system to work. This can be
unpractical, as the two parties may not be able to securely share a key without another
party gaining this information.
If the keys are different (i.e. 𝑘𝑘𝑒𝑒 ≠ 𝑘𝑘𝑑𝑑 ), then the cipher is asymmetric or public. A user of
such a cryptosystem creates a public key (𝑘𝑘𝑒𝑒 ) for encryption, and a private key (𝑘𝑘𝑑𝑑 ) for
decryption, which is kept secret. Someone can then encrypt a message using the public
key, and the recipient would decrypt with the private key. The two keys are
mathematically related, but in such a way that calculating the decryption key from
knowledge of the encryption key is unfeasible, making it a secure way to transfer
information.
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Ciphers and codes are closely related and are often used as synonyms for one another in
reference to encryption of a message. There is a difference between the two in practice,
however. Ciphers are the encryption of individual or small groups of letters, whereas codes
encrypt words or phrases wholly. For example, a cipher could replace ‘RUN’ with ‘QTM’, where
each individual letter has been altered; a code could substitute ‘RUN’ with ‘RHYTHM UNDER
NIGHTFALL’ – a new phrase has been introduced which disguises the real message. Codes
require codebooks to list the codes and the words/phrases they encrypt. Ciphers do not require
a codebook and so they have made codes redundant in modern cryptography. In this report I
will not analyse any code-based cryptosystems.

Cryptanalysis is the antithesis of cryptography – namely, it is the study of breaking ciphers and
the techniques used to do so. Cryptanalysts will study ciphers and cryptosystems tirelessly to
find any weaknesses in the system that could reveal parts or all of the plaintext information.
This is usually done without any prior knowledge of the key or algorithm. Cryptographic
methods have advanced over time, and naturally, cryptanalysis has too – each time a new
encryption algorithm is developed, cryptanalysts work on deciphering the cryptosystem,
resulting in newer, stronger algorithms being formed, and so on. The cycle between the creation
of algorithms and breaking of systems repeats continuously and will most likely repeat for a
very long time (Thawte, 2013).

Cryptography is not only limited to exchanging messages. In recent years it has advanced
prodigiously with the expansion of the internet and digital services, so that it is now a
fundamental part of online banking and shopping, authentication, and ATM cards, to name a
few. Technology is always developing, and so the need for secure ways to encrypt information is
fundamental to protect users from hackers and other malevolent parties. This makes
cryptography a fast-growing subject in the current day and age. What was once perceived as an
art in the field of linguistics has developed vastly to mathematics and computer science.

5

3.

A HISTORY OF CRYPTOGRAPHY

Whilst the study of cryptography has expanded in recent times with the increasing need for
privacy and protection of data, the art of encrypting messages and secrets has existed for
thousands of years. As a result, the term ‘classical cryptography’ has been created to encompass
the origins of the field, where such cryptosystems were very simple - compared to modern
systems - and were typically designed and implemented by hand. During this time there were
two predominant types of ciphers:
•

•

Substitution cipher – plaintext characters are systematically replaced with other letters,
numbers or symbols to create a ciphertext, but the order of the characters is not altered.
Substitution ciphers can be separated into two different categories:
o Monoalphabetic cipher – only one cipher alphabet is used for substitution, so
each letter in the plaintext alphabet only has one encryption character. Once the
key has been found, decryption becomes a simple task.
o Polyalphabetic cipher – more than one cipher alphabet is used, so a character in
the plaintext can be represented by more than one character in the plaintext,
making it a much more secure form of encryption.
Transposition cipher – characters in the plaintext are rearranged in different orders or
patterns, so the ciphertext is a permutation of the original characters, which remain
unchanged. If the permutation can be found out, decryption only requires rearranging
the ciphertext back into the plaintext.

The word cryptography is derived from the Greek words ‘kryptos’ and ‘graphein’, which mean
‘hidden’ and ‘writing’ respectively, and Ancient Greece was one of the first regions to record a
recognisable cryptosystem, along with Ancient Rome (Damico, 2009).
In Ancient Greece, a ‘scytale’
(pronounced ski-tah-lay) was one of
the earliest forms of a cryptosystem.
A ribbon was wrapped around a stick
of a certain diameter with a message
on the ribbon that could only be read
while the ribbon was on the stick;
once unravelled the letters on the
ribbon would read as nonsense. The
key was essentially a stick of the same
diameter so both the sender and
recipient could decipher the message.
FIGURE 2 – AN ANCIENT GREEK SCYTALE
This is an example of a transposition
cipher (McCullough, 2003).

Julius Caesar, the Roman emperor of the 1st century BC, developed a cipher so he could send
messages of military and political importance to other members of the Roman Empire. He did
this to reduce the risk of the message being intercepted and understood by enemies. The
algorithm of the cipher was a simple shift substitution, which at the time was secure enough to
protect military information; however Caesar abandoned it soon after (Burton, 2011).
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As centuries passed and more people worldwide became
literate, cryptosystems began to improve. Leon Battista
Alberti created one of the first polyalphabetic ciphers and
cipher machines in the 15th century, by designing a cipher
disk (known as the Formula) made up of two concentric
disks; the outermost containing the plaintext alphabet and
the innermost containing the ciphertext equivalent. The
inner disk was rotated by a fixed system so that the
plaintext characters had more than one representation in
the ciphertext – at the time it was deemed unbreakable,
since it was resistant to monoalphabetic decryption
methods, and without knowledge of the cryptosystem
itself, nobody would realise that a polyalphabetic system
was used (Kahn, 1967).

FIGURE 4 – THE ‘TABULA RECTA’

FIGURE 3 – THE ‘FORMULA’

This idea was later developed in the 16th
century by several cryptographers, who
saw the chance to improve Alberti’s
polyalphabetic cipher. Johannes
Trithemius created the Tabula Recta, a
table which contains 26 copies of the
alphabet, with each alphabet rightshifted by 1 with respect to the previous
row.
This table proved to be a fundamental
tool in polyalphabetic cryptosystems for
a long time. Giovan Battista Bellaso and
Blaise de Vigenère both used the table in
their individual works during this
century; however, it was Vigenère who
gained much more recognition for his
(Singh, 1999).

The first was his eponymous Vigenère cipher, which encrypts plaintext using an agreed
keyword, repeated under the plaintext until it matches the length of the plaintext. The plaintext
letters are read along the first row of the table, and the key letters are read down the first
column. The corresponding ciphertext is found by finding the square in the table which aligns
with the plaintext and key letters.

The Autokey cipher was another of Vigenère’s works, which was deemed stronger than his
previous, although it was less famous. A keyword or primer (often one letter) is placed in front
of the plaintext, and letters at the end are removed so the new ‘primed’ key is the same length as
the plaintext. The same method follows as the Vigenère cipher to encrypt the message.
Cryptography did not progress with incredible significance for the next couple of centuries,
although there was one notable cipher that went unbroken almost 200 years after its creation in
the early 17th century. Antoine Rossignol and his son Bonaventure earned themselves a role in
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the French court after deciphering an encrypted letter, which lead to the French army defeating
the Huguenots (Cohen, 1995). In this new position of power, they developed a cipher containing
587 numbers which related to syllables, rather than letters, in the ciphertext. This was
revolutionary and was used by Louis XIV and the French military for many years. After the
death of the Rossignols, information on the cryptosystem became scarce and the context of their
work became redundant - thus interest in decrypting the system declined, until it was
eventually broken by Étienne Bazeries in the late 19th century (Singh, 1999).
Around the same time in 1883, Dutch cryptographer Auguste Kerckoffs published two journals
for military cryptography, which contained six fundamental ideas for cryptography at the time:

1. The system must be indecipherable in practice, if not theoretically.
2. The system must not be required to be secret, and if it falls into the hands of the enemy,
it will not be a problem.
3. Its key must be communicable and remembered without the help of written notes, and
correspondents can change or modify the key at will.
4. It must be applicable to telegraphic correspondence.
5. Apparatus and documents must be portable, and its usage and function must not require
several people to operate.
6. It is necessary that the system be easy to use, given the circumstances that define its
application. It must not require neither mental strain nor the knowledge of a long series
of rules to observe.

The second of these became known as Kerckhoffs’ Principle. It literally means that the only
secrecy in a cryptosystem should be the key used in the cipher, and that knowledge of the actual
cryptosystem should not make the system any easier to break. This principle is absolutely
central in modern-day cryptography.

Gilbert Vernam was an employee at the American Telephone & Telegraph Company (AT&T) in
the early 1900’s, with a keen interest in cryptography. After the work of Friedrich Kasiski in
1863, which contained a solid method of breaking polyalphabetic ciphers (notably the Vigenère
cipher), Vernam tried to amend the cipher to no avail. He did, however, develop a system based
on the Baudot Code, where letters in the alphabet are represented by a five-element sequence of
two symbols, usually 1’s and 0’s. For example, A=11000, B=10011, C=01110, and so on
(Burton, 2011).
Vernam’s idea was to create a paper pad containing random sequences of 1’s and 0’s, which
would be used as keys to encrypt plaintext messages of the same length of 1’s and 0’s. The
recipient would have the same copy of the pad, and would reverse the procedure to receive the
information. The pad could then be destroyed immediately after use so there was no way of
finding the key and decrypting the message. This cryptosystem became known as the One-Time
Pad, and if applied correctly, is one of the few truly unbreakable ciphers, even with infinite time
and resources for cryptanalysis.

The start of the 20th century brought turmoil in the world with two World Wars. With them,
cryptography and cryptanalysis improved greatly, as nations sought to seek advantages in the
wars. The origins of cryptography had a fair amount of military importance in some quarters,
but generally it was thought of as more of a linguistic art, challenging interested parties to think
outside the box when making or breaking ciphers. However, the wars changed this mentality,
and with progressions in technology, such as electrical telegraphy and radios, cryptography
emerged as a key factor in warfare developments.
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The Zimmermann Telegram was an encrypted telegram sent from the Foreign Secretary of
Germany, Arthur Zimmermann, to the German ambassador in Mexico in 1917. At the time of its
departure, Germany was locked in a European war with Britain and France, among others, while
the USA and Mexico remained neutral. The telegram entailed Germany’s interest in forming an
alliance with Mexico against the USA, should the Americans enter the war. Furthermore,
Germany would fund and supply Mexico with arms, and help them to regain the American states
of Arizona, Texas and New Mexico.

British intelligence intercepted the letter through telegraph cables, and subsequently managed
to decipher the message. They informed the President of the United States, and consequently,
the President formed allegiance with the British and French forces against Germany. The
Zimmermann telegram and its decryption is regarded as one of the most significant influences
in the outcome of WWI (Boghardt, 2012).

FIGURE 5 – LEFT: THE ZIMMERMANN TELEGRAM

RIGHT: THE DECRYPTED MESSAGE IN ENGLISH

World War II brought about a period of mechanical and electromechanical cipher machines,
mainly used by Germany. The two most famous of these were the Enigma and Lorenz machines.
The Enigma machine was invented by Arthur Scherbius, and consisted of a mechanism
containing multiple disks that scrambled the keyboard input to produce different ciphertext
output. Polish mathematician Marian Rejewski is credited with deducing the Enigma system,
and along with his colleagues at the Cipher Bureau in Warsaw, managed to gain invaluable
information on German warfare through his discoveries. When Poland was invaded in 1939, he
and other cryptographers were evacuated and transferred to France, where they teamed up
with French and British cryptanalysts (one of them was Alan Turing, commonly referred to as
the ‘Father of Computing’) to gain more intelligence on Germany from the Enigma machine
(Kahn, 1967).
Later, the Germans invented and used the second machine, the Lorenz, which was once again
broken by enemy forces, primarily the British on this occasion. Both of these cryptanalytic
attacks were major handicaps for the Germans and played a pivotal role in the Allied victory of
WWII.
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FIGURE 6 – THE ENIGMA MACHINE

Claude Shannon was an important figure in changing the face of cryptography during the 20th
century. An engineer at Bell Labs, he produced the paper ‘Communication Theory of Secrecy
Systems’ in 1949 which stressed the importance of secrecy and authenticity, and that with a
consistent alteration to the key, perfect secrecy in a cryptosystem can be achieved. He redefined
Kirckhoffs’ Principle as “the enemy knows the system”, which became known as Shannon’s
Maxim.

The 1970’s will forever be remembered as the decade where cryptography changed forever.
Exponential ciphers gained popularity, due to the increased security compared to most classical
ciphers – the Pohlig-Hellman cipher was a good example of this, and was one of the first
asymmetric-key cryptosystems, although unlike its successors, both keys were kept private. The
Data Encryption Standard (DES) was a cipher developed by a research group at IBM, and was
approved by the National Bureau of Standards and National Security Agency of the United States
in 1976. It set a new level of protection for electronic data transferred between large businesses
worldwide. In recent times it has been superseded by the Advanced Encryption Standard (AES).
Whitfield Diffie and Martin Hellman published the paper “New Directions in Cryptography” in
1976, which proposed innovative cryptographic ideas that now form a basis for modern-day
encryption. They materialised the concept of asymmetric public-key encryption, whereby the
sender and receiver of a message would NOT need identical keys in the cipher, and furthermore,
they would have no need to exchange any keys via a secure channel (in person or otherwise)
before sending data to each other. This became known as Diffie-Hellman Key Exchange. The
encryption key and decryption key are mathematically related in such a way that computing the
decryption key from knowledge of the encryption key is almost impossible. Moreover, the
encryption key can be made public without compromising the security of the cryptosystem.
Another fundamental part of their report was the proposal of trapdoor functions in
cryptosystems. A trapdoor function is very simple to compute in one direction, but very difficult
in the other direction (i.e. finding its inverse). The trick to finding the inverse is through
knowledge of special information, coined the ‘trapdoor’. However, Diffie and Hellman could not
conclude on an effective trapdoor function to be implemented, and left it as an open problem to
the world of cryptography.
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The trapdoor problem was solved by Ron Rivest, Adi Shamir and Leonard Adleman of the
Massachusetts Institute of Technology in 1978. Their ground-breaking paper described the
application of prime factorisation as the trapdoor function. If we take two very large prime
numbers, – hundreds of digits long – and multiply them together, this is a simple enough task; a
computer would produce the result in seconds. However, if we are only given the product of
these primes, and are asked to find the prime factors, how would we be able to find them? Even
with the most powerful computers in the world, this could take hundreds of years for a big
enough prime product. However, if we know the product and one of the factors, we can easily
find the other factor by dividing the product by the known prime factor – which is the trapdoor.

Consequently, their public-key cryptosystem became known as the RSA Cryptosystem, because
of the first letters of their respective surnames. Currently, their system is used in everyday life
in many applications, due to its theoretical security – breaking the system requires factorisation
of huge prime numbers which is almost impossible with present computer power. The largest
RSA number to have been factorised had 232 digits; the prime number currently used in RSA
encryption has 617 digits.

Interestingly, the concepts of secure key exchange and public-key encryption were developed
before the works of Whitfield, Diffie, Rivest, Shamir and Adleman. In the late 1960’s, British
cryptographer James Ellis was working for GCHQ (Government Communications Headquarters),
and at the time, the above theories were still unsolved problems, which was a concern for the
government - primarily to make military communication easier. Ellis thought about the idea of
assymetric-key encryption, and proved that it was possible; however, he could not formulate a
concrete one-way function to implement it. Nonetheless, his work was recognised by GCHQ, and
their employees accumulated many hours pondering over the idea.

Clifford Cocks joined GCHQ in 1973 after graduating from Cambridge University, and was
informed of Ellis’ theory. A number theory expert himself, Cocks managed to formulate the oneway function akin to that of the RSA system, however he did so years before the trio managed it.
Another mathematician at GCHQ, Malcolm Williamson, continued Ellis’ and Cocks’ endeavours
and solved the problem of key distribution – likewise to the Diffie-Hellman Key Exchange, but
again before their time. Because of the power of their theories and the nature of GCHQ’s secrecy,
their theories had to remain classified, while Diffie, Hellman, Rivest, Shamir and Adleman
received worldwide recognition for their very similar models. It was not until 1997 that the
efforts of Ellis, Cocks and Williamson were declassified for public knowledge. (Singh, 1999)

RSA encryption is used for a vast number of services nowadays, such as securing email content,
bank transfers, online credit/debit card transactions, withdrawing money from ATM machines,
and lots of other digital operations. It is so popular because of its relative simplicity, while being
very secure. The use of a public key has eradicated the need for a key exchange, and while each
user requires their own private key to decrypt, anyone can use the system to encrypt with the
public key. Many other public-key cryptosystems have been developed since Whitfield & Diffie
published their paper, but RSA has remained the algorithm of choice for almost 40 years and is
likely to continue for the foreseeable future (O’Brien, 2014).
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4.

INTRODUCTION TO MODULAR ARITHMETIC

The mathematical backbone behind most, if not all, of cryptography, is a system called ‘Modular
Arithmetic’, which was created and developed by Carl Friedrich Gauss in the 1800s (Singh,
2008). All of the numbers considered are integers, since modular arithmetic is a fundamental
branch of Number Theory, which is primarily integer-based. I’ll begin with a definition:
𝑎𝑎 ≡ 𝑏𝑏(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛) 𝑖𝑖𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑖𝑖𝑖𝑖 𝑎𝑎 = 𝑏𝑏 + 𝑘𝑘𝑘𝑘 , 𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑎𝑎, 𝑏𝑏, 𝑘𝑘, 𝑛𝑛 ∈

The left-hand-side reads as “𝑎𝑎 is congruent to 𝑏𝑏, modulo 𝑛𝑛”. Essentially, what this means is that
when 𝑎𝑎 is divided by 𝑛𝑛, the integer remainder is 𝑏𝑏. Hence, this congruence relationship can be
expressed as an equation where 𝑎𝑎 is an integer multiple (this can be a negative integer) of 𝑛𝑛
added with the remainder 𝑏𝑏. If 𝑏𝑏 = 0, then 𝑎𝑎 = 𝑘𝑘𝑘𝑘 and so we can deduce that 𝑛𝑛|𝑎𝑎 (𝑛𝑛 divides 𝑎𝑎).

The right-hand-side of the congruence definition established by the Division Algorithm. It states
that for integers 𝑎𝑎 and 𝑛𝑛, there exists unique integers 𝑏𝑏 and 𝑘𝑘, satisfying 𝑎𝑎 = 𝑘𝑘𝑘𝑘 + 𝑏𝑏 , 0 ≤ 𝑏𝑏 < 𝑛𝑛,
where 𝑘𝑘 is the ‘quotient’ and 𝑏𝑏 is the ‘remainder’ when dividing 𝑎𝑎 by 𝑛𝑛. In most textbooks, the
division algorithm is expressed as 𝑎𝑎 = 𝑞𝑞𝑞𝑞 + 𝑟𝑟 where 0 ≤ 𝑟𝑟 < 𝑏𝑏.
The simplest and most understandable example of modular arithmetic is in our everyday lives
on a clock.

On a regular 12-hour clock, the numbers are labelled from 1 to 12. If we
start at 1 and 12 hours pass by, the clock goes back to 1 rather than 13.
This can then be represented as 13 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚12). This is because clock
time ‘wraps around’ every 12 hours (Singh, 2008). So any number
greater than 12 can just be represented by a number between 1 and 12.
For example, 55 ≡ 7(𝑚𝑚𝑚𝑚𝑚𝑚12) 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 55 = 7 + (4)(12).
With 12 itself, we just say that 12 ≡ 0(𝑚𝑚𝑚𝑚𝑚𝑚12), since the remainder
when 12 is divided by 12 is 0.

FIGURE 7 – A 12-HOUR CLOCK

This idea can be expanded to any positive modulus 𝑛𝑛. A major concept is the transformation of
the infinite number line to a cyclical loop based around the modulus, with the first point being 0
and the last being 𝑛𝑛 − 1.
Negative congruences also exist – for example, 5 ≡ −1(𝑚𝑚𝑜𝑜𝑑𝑑 6), 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 5 = −1 + 6.
Modular Multiplicative Inverses

In the real numbers, the multiplicative inverse of a number is any other real number that, once
1
multiplied together, equals 1. For 𝑎𝑎 ∈ ℝ, we know that 𝑎𝑎 ∗ = 1. This is just the same as
𝑎𝑎

dividing 𝑎𝑎 by 𝑎𝑎 to get 1.

Division in modular arithmetic is a controversial subject – for the most part it doesn’t exist,
since dividing an integer might not produce another integer. If 𝑎𝑎 ≡ 𝑏𝑏(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛), and 𝑎𝑎, 𝑏𝑏 and 𝑛𝑛 all
have a common factor, say 𝑞𝑞, then we can divide through by 𝑞𝑞 to obtain a new congruence, but
with a different modulus:

𝑎𝑎
𝑞𝑞

𝑏𝑏
𝑞𝑞

𝑛𝑛
𝑞𝑞

≡ (𝑚𝑚𝑚𝑚𝑚𝑚 ).

For example, with 𝑎𝑎 = 14, 𝑏𝑏 = 2, 𝑛𝑛 = 4 𝑎𝑎𝑎𝑎𝑎𝑎 𝑞𝑞 = 2, then 14 ≡ 2(𝑚𝑚𝑚𝑚𝑚𝑚 4) ⟺ 7 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 2).
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Generally, this does not work and so modular arithmetic uses the idea of modular multiplicative
inverses rather than division. Inverses are a fundamental part of modular arithmetic (Burton,
2011).
We say that ‘𝑎𝑎 has an inverse, modulo 𝑛𝑛’ if there exists 𝑏𝑏 such that 𝑎𝑎𝑎𝑎 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛).
If this is true then 𝑎𝑎 and 𝑏𝑏 are multiplicative inverses of one another, modulo 𝑛𝑛.

[Result 1]:
Any integer 𝑎𝑎 has a multiplicative inverse (modulo 𝑛𝑛) if and only if 𝑎𝑎 and 𝑛𝑛 are
relatively prime, i.e. gcd(𝑎𝑎, 𝑛𝑛) = 1 where gcd is the greatest common divisor of 𝑎𝑎 and 𝑛𝑛.

We can find the gcd of any two positive integers using the Euclidean Algorithm. This method was
named after Euclid, who described it in his book Elements, and consists of repeated applications
of the Division Algorithm.

For integers 𝑎𝑎 and 𝑏𝑏, we have that 𝑎𝑎 = 𝑞𝑞1 𝑏𝑏 + 𝑟𝑟1 , 0 ≤ 𝑟𝑟1 < 𝑏𝑏 , when dividing 𝑎𝑎 by 𝑏𝑏.
If 𝑟𝑟1 = 0, then 𝑎𝑎 = 𝑞𝑞1 𝑏𝑏 ⟺ 𝑏𝑏|𝑎𝑎 , so gcd(𝑎𝑎, 𝑏𝑏) = 𝑏𝑏, and we have found the greatest common
divisor of 𝑎𝑎 and 𝑏𝑏.
If 𝑟𝑟1 ≠ 0, we can divide 𝑏𝑏 by 𝑟𝑟1 using the Division Algorithm: 𝑏𝑏 = 𝑞𝑞2 𝑟𝑟1 + 𝑟𝑟2 , 0 ≤ 𝑟𝑟2 < 𝑟𝑟1 .
Similarly, if 𝑟𝑟2 = 0, then gcd(𝑎𝑎, 𝑏𝑏) = 𝑟𝑟1 . If 𝑟𝑟2 ≠ 0, repeat the Division Algorithm.
This continues until a zero remainder appears. Writing this out as an iteration, we have:
𝑎𝑎 = 𝑞𝑞1 𝑏𝑏 + 𝑟𝑟1
𝑏𝑏 = 𝑞𝑞2 𝑟𝑟1 + 𝑟𝑟2
𝑟𝑟1 = 𝑞𝑞3 𝑟𝑟2 + 𝑟𝑟3
𝑟𝑟2 = 𝑞𝑞4 𝑟𝑟3 + 𝑟𝑟4
⋮
𝑟𝑟𝑛𝑛−2 = 𝑞𝑞𝑛𝑛 𝑟𝑟𝑛𝑛−1 + 𝑟𝑟𝑛𝑛
𝑟𝑟𝑛𝑛−1 = 𝑞𝑞𝑛𝑛+1 𝑟𝑟𝑛𝑛 + 0

0 ≤ 𝑟𝑟1 < 𝑏𝑏
0 ≤ 𝑟𝑟2 < 𝑟𝑟1
0 ≤ 𝑟𝑟3 < 𝑟𝑟2
0 ≤ 𝑟𝑟4 < 𝑟𝑟3
⋮
0 ≤ 𝑟𝑟𝑛𝑛 < 𝑟𝑟𝑛𝑛−1

The final non-zero remainder is the greatest common divisor of 𝑎𝑎 and 𝑏𝑏. So gcd(𝑎𝑎, 𝑏𝑏) = 𝑟𝑟𝑛𝑛 .

The greatest common divisor of any pair of integers can be expressed as a linear combination of
the pair of integers. If gcd(𝑎𝑎, 𝑏𝑏) = 𝑑𝑑, then 𝑎𝑎𝑎𝑎 + 𝑏𝑏𝑏𝑏 = 𝑑𝑑 for some integers 𝑥𝑥 and 𝑦𝑦, where 𝑑𝑑 is the
smallest positive value of 𝑎𝑎𝑎𝑎 + 𝑏𝑏𝑏𝑏.
An equation of this form with any integer on the right-hand-side is called a Diophantine
equation, named after the Greek mathematician Diophantus (Singh, 2008).
In the case where gcd(𝑎𝑎, 𝑏𝑏) = 1, it follows that 𝑎𝑎𝑎𝑎 + 𝑏𝑏𝑏𝑏 = 1 for 𝑥𝑥, 𝑦𝑦 ∈ ℤ .

We can find the multiplicative inverse of a number using the Extended Euclidean Algorithm. This
utilises the Euclidean Algorithm in reverse, starting with the final non-zero remainder and
transposing the equation to make it the subject. We can then substitute the previous remainder
into this equation, re-arranging and simplifying, and then repeating the process until we end up
with a Diophantine equation.

For example, say we want the inverse of 16(𝑚𝑚𝑚𝑚𝑚𝑚 45). This inverse will be an integer 𝑥𝑥 such that
16𝑥𝑥 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 45), as long as gcd(16, 45) = 1.
We can check that 16 and 45 are relatively prime using the Euclidean Algorithm:
45 = 2(16) + 13
16 = 1(13) + 3
13 = 4(3) + 1
3 = 3(1) + 0

(1)
(2)
(3)
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The final non-zero remainder is 1, so gcd(16, 45) = 1 and the inverse 𝑥𝑥 exists.
We then use the Extended Euclidean Algorithm to find 𝑥𝑥. We begin by making the last non-zero
remainder in the Euclidean Algorithm, 1, the subject in its respective step:
1 = 13 − 4(3)
= 13 − 4[16 − 1(13)]
= 13 + 4(13) − 4(16)
= −4(16) + 5(13)
= −4(16) + 5[45 − 2(16)]
= −4(16) − 10(16) + 5(45)
= −14(16) + 5(45)

from (3)
from (2)

from (1)

Therefore 16(−14) + 45(5) = 1, and we have found the inverse 𝑥𝑥 = −14. We can recognise
that 𝑥𝑥 ≡ −14 ≡ 31(𝑚𝑚𝑚𝑚𝑚𝑚 45), since 𝑥𝑥 − 𝑥𝑥 ≡ 31 − (−14) ≡ 31 + 14 ≡ 45 ≡ 0(𝑚𝑚𝑚𝑚𝑚𝑚 45).
Fermat’s Little Theorem and Euler’s Theorem

Two fundamental results in number theory for finding multiplicative modular inverses are
named after the famous mathematicians Pierre de Fermat and Leonhard Euler. Fermat stated
his theorem in 1640, but Euler was actually the first person to prove it true, in 1736, before
stating and proving his eponymous theorem in 1763 (Burton, 2011).

Fermat’s Little Theorem states that, for two numbers 𝑎𝑎 and 𝑝𝑝, where 𝑝𝑝 is prime and 𝑝𝑝 ∤ 𝑎𝑎, then
we have that 𝑎𝑎𝑝𝑝−1 − 1 is an integer multiple of 𝑝𝑝. Equivalently,
[Result 2]:

𝑎𝑎𝑝𝑝−1 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)

Euler’s Theorem is a similar result which depends upon Euler’s Phi Function, which I will now
define.
Euler’s Phi Function 𝜙𝜙(𝑛𝑛) = 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 {𝑎𝑎 ∈ ℤ ∶ gcd(𝑎𝑎, 𝑛𝑛) = 1 , 1 ≤ 𝑎𝑎 ≤ 𝑛𝑛}

In English terms, 𝜙𝜙(𝑛𝑛) is the number of positive integers, less than or equal to 𝑛𝑛, which are
relatively prime to 𝑛𝑛. For example, for 𝑛𝑛 = 15, the eight numbers which are less than or equal to
and relatively prime to 15 are 1, 2, 4, 7, 8, 11, 13 and 14. So 𝜙𝜙(15) = 8.
An important corollary of this is that for prime 𝑝𝑝, 𝜙𝜙(𝑝𝑝) = 𝑝𝑝 − 1. This is because all positive
integers less than 𝑝𝑝 are not going to have a common factor with 𝑝𝑝.
Two other corollaries of the Phi Function, proven by Singh (2008), are:
•
•

𝜙𝜙�𝑝𝑝𝑘𝑘 � = 𝑝𝑝𝑘𝑘 − 𝑝𝑝𝑘𝑘−1 𝑓𝑓𝑓𝑓𝑓𝑓 𝑘𝑘 ∈ ℕ
𝜙𝜙(𝑛𝑛𝑛𝑛) = 𝜙𝜙(𝑛𝑛)𝜙𝜙(𝑚𝑚) 𝑖𝑖𝑖𝑖 gcd(𝑛𝑛, 𝑚𝑚) = 1

We can now define Euler’s Theorem: let 𝑎𝑎 and 𝑛𝑛 be integers such that 𝑛𝑛 > 1 and gcd(𝑎𝑎, 𝑛𝑛) = 1.
[Result 3]:

𝑎𝑎𝜙𝜙(𝑛𝑛) ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)

As we can see, this is a generalisation of Fermat’s Little Theorem, since if 𝑝𝑝 is prime, then
𝜙𝜙(𝑝𝑝) = 𝑝𝑝 − 1 and we have the previous result. This is a very important theorem, as it can make
finding the multiplicative inverse of 𝑎𝑎(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛) much easier - we just have to compute the value
of 𝜙𝜙(𝑛𝑛), and raise 𝑎𝑎 to the power of this number minus 1; i.e.
𝑎𝑎𝜙𝜙(𝑛𝑛) ≡ 𝑎𝑎𝜙𝜙(𝑛𝑛)−1 𝑎𝑎 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)
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We can calculate large exponents in modular arithmetic using a technique known as the
successive squares method. This consists of taking the base with respect to the modulus,
squaring and reducing, and repeating until we finish with the desired exponent power. For
example, we want to calculate 6641 (𝑚𝑚𝑚𝑚𝑚𝑚 98).
62 ≡ 36(𝑚𝑚𝑚𝑚𝑚𝑚 98)
64 ≡ 362 ≡ 1296 ≡ 22(𝑚𝑚𝑚𝑚𝑚𝑚 98)
68 ≡ 222 ≡ 484 ≡ 92(𝑚𝑚𝑚𝑚𝑚𝑚 98)
616 ≡ 922 ≡ 8464 ≡ 36(𝑚𝑚𝑚𝑚𝑚𝑚 98)

We begin by squaring the base:
Squaring again and reducing:
Continuing:

As we can see, taking the 16th power of 6(𝑚𝑚𝑚𝑚𝑚𝑚 98) gives us 36, which is just 62 .
Hence, the successive squaring algorithm will continue to cycle through these 4 steps
indefinitely. So we have:
632 ≡ 22(𝑚𝑚𝑚𝑚𝑚𝑚 98)
664 ≡ 92(𝑚𝑚𝑚𝑚𝑚𝑚 98)
6128 ≡ 36(𝑚𝑚𝑜𝑜𝑜𝑜 98)
6256 ≡ 22(𝑚𝑚𝑚𝑚𝑚𝑚 98)
6512 ≡ 92(𝑚𝑚𝑚𝑚𝑚𝑚 98)

Now we want the 641st power of 6(𝑚𝑚𝑚𝑚𝑚𝑚 98).
641 = 512 + 129 = 512 + 128 + 1
This gives us:
6641 ≡ 6512+128+1
≡ (6512 )(6128 )(61 )
≡ (92)(36)(6)
≡ 19872
≡ 76(𝑚𝑚𝑚𝑚𝑚𝑚 98)

While it is a little time consuming for large exponents, the successive squares method is a good
tool to calculate indices in modular arithmetic. It can be a particularly useful method if the base
and the modulus in the congruence relation are not relatively prime - Euler’s Theorem would
not apply in that case.
We can model the Latin alphabet numerically using modular arithmetic. This is fundamental for
almost all of the ciphers discussed in this report. The modulus is intuitively 26 as there are 26
letters in the alphabet (not including lower-case letters).
A B C

D E

F G H

I

J

K

L M N O P

Q R

S T U V W X Y Z

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
FIGURE 8 – THE LATIN ALPHABET REPRESENTED AS NUMBERS, MODULO 26
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5.

CAESAR CIPHER

The Caesar cipher is a monoalphabetic substitution cipher, which is recognised as one of the
simplest ways to encrypt a message. Each letter in the plaintext message is shifted by a certain
number of letters, usually three, to create a new message with the shifted alphabet. For
example, with a shift to the right by three, the alphabet would show the following change:
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

In the shifted alphabet, the last three letters cycle back to the first three of the original alphabet.
Hence, a plaintext message such as “ROMAN EMPIRE” would be encrypted as “URPDQ HPSLUH”
using the Caesar cipher with a shift of three.
The Caesar cipher can be represented by modular arithmetic if we convert the letters in the
alphabet to digits [Figure 8]. If 𝑃𝑃 represents a letter in the plaintext, 𝐶𝐶 a letter in the ciphertext,
and 𝐾𝐾 being the shift key, the Caesar cipher can be modelled by the congruence:
𝐶𝐶 ≡ 𝑃𝑃 + 𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚 26)

To decrypt 𝐶𝐶, we would just use the reverse of the congruence:
𝑃𝑃 ≡ 𝐶𝐶 − 𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚 26)

For example, the letter Q is represented by 16(𝑚𝑚𝑚𝑚𝑚𝑚 26); coupled with a shift of 12, the
encryption of the letter Q would be 16 + 12 ≡ 28 ≡ 2(𝑚𝑚𝑚𝑚𝑚𝑚 26), which is the letter B.

During the time of Julius Caesar’s reign, most of Caesar’s enemies would have been illiterate,
and others would not have considered a shifted alphabet being used for a hidden message, so
the cipher is likely to have been reasonably secure. However, due to the simplicity of the
algorithm, the ciphertext can be decrypted straightforwardly; Beutelspacher (1994) mentions
two methods:
•

•

Frequency analysis – taking count of each letter that appears in the ciphertext and noting
the letters which appear more frequently. These letters can then be compared with the
more recurrent letters in the alphabet (i.e. a, e, t) and can likely be matched up to reveal
the original plaintext message. This method depends on the plaintext message that was
sent and how well it follows the general frequency distribution of the English language.
Brute force attack – systematically exhausting all possibilities of the shift length used in
the cipher until the message can be decrypted. Normally it would begin by shifting the
ciphertext letters to the left by 1, and continuing on until sense can be made of the
message, with the final shift being by 25 letters if need be. This method can be very time
consuming depending on how many attempts it requires to decrypt the message, but for
a monoalphabetic cipher, it eventually will provide decryption.

Thus, for one of the earliest forms of a cryptosystem, it was a very clever approach, but quickly
became redundant due to the simplicity of the system and the various methods of cryptanalysis
to break it (Pieprzyk et al, 2003).

6.

AFFINE CIPHER
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The Affine cipher is a more general case of the Caesar cipher – it is a monoalphabetic encryption
with two keys instead of one, modelled linearly. The algorithm for encryption is given by the
congruence:
𝐶𝐶 ≡ 𝐽𝐽𝐽𝐽 + 𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚 26)

where 𝐽𝐽 is the multiplicative key and 𝐾𝐾 is the additive key.
In the case of the Caesar cipher, 𝐽𝐽 = 1 and 𝐾𝐾 = 3.

To decipher a text encrypted by the Affine cipher, we rearrange the congruence using inverses:
𝑃𝑃 ≡ 𝐽𝐽−1 (𝐶𝐶 − 𝐾𝐾)(𝑚𝑚𝑚𝑚𝑚𝑚 26)

We can see that the key 𝐽𝐽 must have an inverse, modulo 26; otherwise decryption would be
impossible. Thus 𝐽𝐽 must be selected so that gcd(𝐽𝐽, 26) = 1.
Say 𝐽𝐽 = 15. We can check that gcd(15,26) = 1 using the Euclidean Algorithm:
26 = 1(15) + 11
15 = 1(11) + 4
11 = 2(4) + 3
4 = 1(3) + 1
3 = 3(1) + 0

The final non-zero remainder is 1 so gcd(15,26) = 1.

(1)
(2)
(3)
(4)

We now know there must exist an 𝑥𝑥 (or 𝐽𝐽−1 ) such that 15𝑥𝑥 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 26).
This is equivalent to 15𝑥𝑥 + 26𝑘𝑘 = 1 in Diophantine form.
This equation can be solved using the Extended Euclidean Algorithm.
1=4−3
= 4 − [11 − 2(4)]
= −11 + 3(4)
= −11 + 3[15 − 1(11)]
= 3(15) − 4(11)
= 3(15) − 4[26 − 1(15)]
= −4(26) + 7(15)
1 = 15(7) + 26(−4)

from (4)
from (3)

from (2)

from (1)

Hence, 𝑋𝑋 = 𝐽𝐽 −1 = 7 and 15(7) ≡ 105 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 26).

Suppose Alice wants to send a message to Bob using the Affine cipher with encryption keys
𝐽𝐽 = 15, 𝐾𝐾 = 9. The plaintext begins with the letter G. We can encrypt the letter G, which is
represented by 06 [Figure 8]:
𝐽𝐽𝐽𝐽 + 𝐾𝐾 ≡ (15)(06) + 9
≡ 90 + 9
≡ 99
≡ 21(𝑚𝑚𝑚𝑚𝑚𝑚 26)

21 corresponds to V in the numerical alphabet, so we know the first character of the ciphertext
will be a V.

To decrypt, Bob would need the inverse key for 𝐽𝐽, which we calculated above to be 7(𝑚𝑚𝑚𝑚𝑚𝑚 26).
Thus, decryption of V would be
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𝐽𝐽−1 (𝐶𝐶 − 𝐾𝐾) ≡ 7(21 − 9)
≡ 7(12)
≡ 84
≡ 6(𝑚𝑚𝑚𝑚𝑚𝑚 26)

Hence, he reproduces the letter G (06). This shows how we can encrypt and decrypt for one
letter. Alice and Bob can encrypt and decrypt respectively for the rest of the message.

This type of cipher is clearly stronger than the Caesar cipher due to its necessity of two keys
instead of one. A cryptanalyst would first need to work out the inverse multiplicative key to
then be able to find the inverse additive key and thus decrypt the ciphertext. However, since the
Affine cipher is still monoalphabetic, it is still susceptible to the same cryptanalytic methods as
the Caesar cipher. Frequency analysis is preserved, and while a brute force attack would take
much longer in comparison to the Caesar cipher, it is still plausible, especially if decrypting via a
computer.

7.

VIGENÈRE CIPHER
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The Vigenère cipher is one of the earliest forms of a polyalphabetic substitution cipher, which
was deemed as one of the strongest cryptosystems during its time. A predetermined word or
phrase is used as the key and is applied so it matches the length of the plaintext.
For example, encrypting the word ‘CRYPTOGRAPHY’ using the key ‘MODULARARITHMETIC’
would be given by:
C

R

Y

P

T

O

G

R

A

P

H

Y

M

O

D

U

L

A

R

A

R

I

T

H

C

R

Y

P

T

O

G

R

A

P

H

Y

If we were encrypting ‘CRYPTOGRAPHY’ using the key ‘MATH’, it would be as follows:
M

A

T

H

M

A

T

H

M

A

T

H

C
M
O

R
A
R

Y
T
R

P
H
W

T
M
F

O
A
O

G
T
Z

R
H
Y

A
M
M

P
A
P

H
T
A

Y
H
F

We’ll use the latter key in
this example. Using the
Tabula Recta, we read along
the first row for the
plaintext, and follow the
column down to the row
starting with the key
equivalent to find the
square representing the
ciphertext. So finding C in
the plaintext row, and
following the column down
to the key equivalent, M, the
corresponding ciphertext
square is O. For the
plaintext letter R, we go
down to the key equivalent
A, and find the ciphertext
letter is R. Continuing in
this manner, we produce
the following:

As we can see, the first instance of R in the plaintext is encrypted as R, but the second R in the
plaintext is encrypted as Y. The same can be said of the two cases of P and Y in the plaintext.
This is because the plaintext is encrypted by as many alphabets as there are unique letters in the
key (in this example, 4).

The Vigenère cipher can be modelled using modular arithmetic by adding the numerical
equivalents of the columns of the plaintext and the key, modulo 26. Alice wants to send the
plaintext ‘CRYPTOGRAPHY’ to Bob with key ‘MATH’. The numerical equivalents are
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C
02

M
12

R
17

A
00

Y
24

T
19

Summing the columns:

P
15

T
19

O
14

G
06

R
17

A
00

P
15

H
07

Y
24

H
07

M
12

A
00

T
19

H
07

M
12

A
00

T
19

H
07

14

17

43

22

31

14

25

24

12

15

26

31

14

17

17

22

05

14

25

24

12

15

00

05

O

R

R

W

F

O

Z

Y

M

P

A

F

Represented by modulo 26:
Converting back to letters:

Bob receives ‘ORRWFOZYMPAF’ and can decrypt this by reversing the procedure.
As we can see, the same ciphertext is produced using modular arithmetic compared to the
Tabula Recta method.

Cryptanalysis of the Vigenère cipher is very difficult, especially when decrypting by hand. The
length of the keyword or phrase must be found out to have any chance of breaking the
cryptosystem. If this is achieved, the ciphertext can be broken up into periods of the length of
the key (Lyons, 2012). Usually, the longer the length of the key, or the shorter the plaintext
message, the stronger the Vigenère cipher will be.

In the previous example with key ‘MATH’, if the length of this key is discovered, the ciphertext
would be split into periods of 4 letters. The 1st, 5th, 9th,… letters of the plaintext will all be
encrypted by the same keyword character, meaning this sequence of letters will have their own
Caesar cipher. The same can be said of the 2nd, 6th, 10th,… and 3rd, 7th, 11th,… letters and so on.

The difficulty itself is in finding the length of the key. There are several procedures for doing so
and it would be much easier if using a computer system to break the cipher. One method of
cryptanalysis for polyalphabetic ciphers is known as Kasiski Examination and was the first
successful method of breaking polyalphabetic ciphers (Kullback, 1976). It involves looking for
sequences of characters that are repeated in the ciphertext, and analysing the distance between
repeated sequences – the distance is likely to be a multiple of the length of the keyword. This
helps to narrow down the possible length of the keyword, thus raising the likelihood of breaking
the cryptosystem.

8.

AUTOKEY CIPHER
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As aforementioned, the Autokey cipher was another creation of Blaise de Vigenère, but despite
its lack of recognition compared to its predecessor, it proved to be stronger than the Vigenère
cipher. The method of encryption is very similar, but instead of using a keyword or keyphrase
(possibly repeated), it uses a primer before the plaintext as a key. For a plaintext message
‘COLLEGELANE’ and primer F, the key would be as follows:
C

F

O

C

L

O

L

L

E

L

G

E

E

G

L

E

A

L

N

A

E

N

The primer need not be a single letter; it can be a word or phrase, placed similarly before the
plaintext to form an encryption key (Rodriguez-Clark, 2013).
The algorithm of the Autokey cipher follows that of the Vigenère cipher – columns are added
together, modulo 26, to form ciphertext characters. So for the above example:
C
02

O
14

L
11

L
11

E
04

G
06

E
04

L
11

A
00

N
13

E
04

07

16

25

22

15

10

10

15

11

13

17

H

Q

Z

W

P

K

K

P

L

N

R

F
05

Summing:

C
02

O
14

L
11

L
11

E
04

G
06

E
04

L
11

A
00

N
13

These numbers do not need to be reduced modulo 26, as they are all less than 26. So we have
produced the following ciphertext:
Since the Autokey cipher does not use a repeated keyword, it is resilient to the Kasiski
Examination, making it a very strong polyalphabetic cipher (Kullback, 1976). The sender and
recipient would need to know the primer in advance, and this would have to be kept extremely
safe – the best method of exchanging this information would probably be face-to-face.

Repetitions in the plaintext, such as small, common words like ‘and’ and ‘the’ are vulnerable to
cryptanalysis, especially if the plaintext is long. This can lead to more words being discovered,
which further leads to decryption of the system. Of course, if the primer is determined, then one
would be able to work out what the first letter of the plaintext is, which helps to unlock the next
letter of the plaintext, and so on. As with the Vigenère cipher, the longer the primer, the stronger
the cryptosystem will be to decipher.

9.

ONE-TIME PAD
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The one-time pad is a physical cryptosystem, which even today is completely unbreakable if
applied correctly, as proven by Shannon (1949).

The cipher itself is a pad of paper containing a large amount of random, non-equal keys. Both
parties must have identical pads to use the cryptosystem, and any key used must be agreed in
advance. The sender encrypts the plaintext using this key, and he recipient reveals the plaintext
by reversing the process with the same key. Once decrypted, the paper containing the key
information must be destroyed immediately by both parties, so that the key can never be
obtained by an eavesdropper. Hence, the key is ‘one-time’ as it is never kept or reused.
There are three properties which make this method unbreakable, as long as they are fully
obeyed:
•

•
•

The values on the pad, which are the keys, must be truly random. If there is any way that
an outsider would be able to intercept these values, the system could be cracked.
The identical pads must be created and exchanged securely and secretly, and the values
must be at least as long as the plaintext message.
Once used, the pads must be completely destroyed so there is no trace of the key(s) that
were used in the cipher.

The enciphering algorithm is based on the Vigenère cipher – namely modulo addition. In the
original creation of the one-time pad, Gilbert Vernam used 1’s and 0’s to represent letters, so the
keys would also be a combination of 1’s and 0’s, and modulo addition would be under modulo 2.
If using the numeric representation of the alphabet [Figure 8], addition would be under modulo
26, as before. The results will be the same.
Suppose Alice wants to encrypt the plaintext message ‘CHRISTMAS’. She and Bob both have a
paper pad, each containing identical random sequences of numbers which represent letters. She
chooses a page in the pad in the knowledge that Bob will know to select the same page with the
same key, otherwise he will have a message full of nonsense after decryption. They would have
to arrange which page and key to in advance in a secure manner.
Alice selects the key sequence ‘HDADBNVQQ’ making sure the length of the plaintext and the
key match. Representing both by numbers, we have:
C
02

H
07

H
07

D
03

R
17

A
00

Adding the columns, modulo 26:
09
J

10
K

17
R

I
08

S
18

T
19

M
12

A
00

S
18

11
L

19
T

06
G

07
H

16
Q

08
I

D
03

B
01

N
13

V
21

Q
16

Q
16

Alice sends the ciphertext ‘JKRLTGHQI’ and destroys her page of the pad. Bob decrypts the
ciphertext by subtracting the key from the ciphertext. This gives him the plaintext message
‘CHRISTMAS’, and at this point he destroys the used page in his pad. Any further
correspondence between them will require encryption by a new key in their pads.

If anybody tried to eavesdrop on the cipher, they would only be able to work out the maximum
possible length of the plaintext from knowledge of the ciphertext. Suppose somebody
intercepted the ciphertext ‘JKRLTGHQI’. Then there are 269 possible keys (26 possibilities for
each of the 9 characters) that could have been used, since the key is completely random. Thus, if
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they had enough time to compute all possible plaintext messages from every key, one of the
plaintext messages they would discover would be ‘CHRISTMAS’, but in the same way they would
also return every 9-letter word in the English alphabet; hence they would have no way of telling
which is the correct plaintext (Shannon, 1949).

Padding is a way to further secure the message, by adding dummy characters to the plaintext
message (i.e. a number of X’s at the end) so the length of the ciphertext is longer than the
plaintext. Then any eavesdropper would not only be able to work out the plaintext message, but
would not even be able to work out the length of the plaintext.

Despite their theoretical perfect secrecy, one-time pads are not really used in practice
nowadays, because of their requirement that both the sender and receiver have identical pads
beforehand, which necessitates some form of secure pad exchange. Unlike in other
cryptosystems, there is no way that humans would be able to memorise the keys in the pad, so
the pad must be kept safe and with the parties at all times. Electronic devices can be used to
store the data, such as a USB drive, but due to loss or theft of the device, there is still a
possibility of an external party acquiring the key information somehow.

10. POHLIG-HELLMAN ENCRYPTION

The Pohlig-Hellman system was one of the first exponential ciphers created in the 1970’s. It
requires two distinct keys – one to encrypt and one to decrypt. However, unlike in public-key
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cryptography, both keys are kept secret, and so the method was not as advanced as the current
RSA system. Nevertheless, it was a much more secure form of encryption and led to many
further advances in exponential ciphers.
The Pohlig-Hellman model is based on the congruence relation
𝑀𝑀𝑒𝑒 ≡ 𝐶𝐶(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)

where 𝑀𝑀 is the plaintext, 𝑒𝑒 is the exponential key, 𝐶𝐶 is the resulting ciphertext string, and 𝑝𝑝 is a
prime number key chosen so that 𝑝𝑝 > 𝑀𝑀. Both the sender and the receiver know the key (𝑒𝑒, 𝑝𝑝)
in advance in this cryptosystem.
In exponential ciphers, plaintext is converted into a numerical string – the letters are replaced
by numbers and are conjoined to form one long number.
For the plaintext message ‘MOUNTAIN’, looking at Figure 6, we can see that it is represented
numerically as:
M

12

O

14

U

20

N

13

T

19

A

00

I

08

N

13

As a numerical string, this plaintext would be 1214201319000813. The prime number 𝑝𝑝 would
have to be chosen to be bigger than 1214201319000813 – hence very large. We can see that as
the plaintext message increases in size, so does the value of 𝑝𝑝. Thus, for practicality, we can
break 𝑀𝑀 (plaintext) into blocks 𝑀𝑀1 , 𝑀𝑀2 , 𝑀𝑀3 , … , 𝑀𝑀𝑛𝑛 of equal size, where 𝑛𝑛 is the total number of
characters in the plaintext. If 𝑀𝑀 does not break into blocks of equal size, we can use padding to
add dummy characters (i.e. X’s) until the blocks are of equal length.
For the word ‘MOUNTAIN’, blocks of length 2 would be:
𝑀𝑀1 = 12
𝑀𝑀2 = 14
𝑀𝑀3 = 20
𝑀𝑀4 = 13
𝑀𝑀5 = 19
𝑀𝑀6 = 00
𝑀𝑀7 = 08
𝑀𝑀8 = 13

We must then choose prime 𝑝𝑝 so that it is greater than the largest possible block value. For
blocks of length 2, 𝑝𝑝 > 25. This ensures that the blocks are unique, modulo 𝑝𝑝. Say 𝑝𝑝 = 37.
For blocks of length 4, 𝑝𝑝 > 2525, and so on (Ikenaga, 2007). In reality, the size of the blocks, and
𝑝𝑝, would be bigger, but for this example we will use block length 2 for simplicity.

We then choose the exponential key 𝑒𝑒 such that 1 < 𝑒𝑒 < 𝑝𝑝 − 1 and gcd(𝑒𝑒, 𝑝𝑝 − 1) = 1.
Say 𝑒𝑒 = 5, since gcd(5, 36) = 1. Then encrypting the plaintext blocks:
𝐶𝐶1 ≡ 𝑀𝑀1 𝑒𝑒 ≡ 125 ≡ 248832 ≡ 07(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶2 ≡ 𝑀𝑀2 𝑒𝑒 ≡ 145 ≡ 537824 ≡ 29(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶3 ≡ 𝑀𝑀3 𝑒𝑒 ≡ 205 ≡ 3200000 ≡ 18(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶4 ≡ 𝑀𝑀4 𝑒𝑒 ≡ 135 ≡ 371293 ≡ 35(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶5 ≡ 𝑀𝑀5 𝑒𝑒 ≡ 195 ≡ 2476099 ≡ 22(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶6 ≡ 𝑀𝑀6 𝑒𝑒 ≡ 005 ≡ 00(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶7 ≡ 𝑀𝑀7 𝑒𝑒 ≡ 085 ≡ 32768 ≡ 23(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝐶𝐶8 ≡ 𝑀𝑀8 𝑒𝑒 ≡ 135 ≡ 371293 ≡ 35(𝑚𝑚𝑚𝑚𝑚𝑚 37)
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Hence, the ciphertext string is 0729183522002335.

Decryption of the ciphertext requires another exponential key which inverts the encryption
manifested by the exponent 𝑒𝑒. Since gcd(𝑒𝑒, 𝑝𝑝 − 1) = 1, we know that 𝑒𝑒 must have an inverse,
modulo 𝑝𝑝 − 1. [Result 1] So we can say that, if 𝑑𝑑 is the inverse, then
𝑒𝑒𝑒𝑒 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 − 1)

Using the Division Algorithm, we can rewrite this as

𝑒𝑒𝑒𝑒 = 1 + (𝑝𝑝 − 1)𝑘𝑘

for some integer 𝑘𝑘. Now, to decrypt the ciphertext string, we can use this equation to retrieve
the plaintext:
Since 𝐶𝐶 ≡ 𝑀𝑀𝑒𝑒 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝), we have that

𝐶𝐶 𝑑𝑑 ≡ 𝑀𝑀(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)

(𝑀𝑀𝑒𝑒 )𝑑𝑑 ≡ 𝑀𝑀(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)
𝑀𝑀𝑒𝑒𝑒𝑒 ≡ 𝑀𝑀(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)

But now we know that 𝑒𝑒𝑒𝑒 = 1 + (𝑝𝑝 − 1)𝑘𝑘. Therefore:

𝐶𝐶 𝑑𝑑 ≡ 𝑀𝑀𝑒𝑒𝑒𝑒 ≡ 𝑀𝑀1+(𝑝𝑝−1)𝑘𝑘 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)
≡ 𝑀𝑀�𝑀𝑀(𝑝𝑝−1)𝑘𝑘 � (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)
≡ 𝑀𝑀(𝑀𝑀𝑝𝑝−1 )𝑘𝑘 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)
(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)
≡ 𝑀𝑀(1) 𝑘𝑘
≡ 𝑀𝑀
(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝)

[Result 2]

By using the decryption key 𝑑𝑑, which is the inverse of 𝑒𝑒(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 − 1), we can revert the
ciphertext string back to the plaintext string which reveals the message. Using the previous
example, we need to find 𝑑𝑑 such that 5𝑑𝑑 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 36). This can be done using the Euclidean
Algorithm, but using Euler’s Theorem is simpler.
We can decompose 36 into its prime factors to find 𝜙𝜙(36).
Since 36 = 6 ∗ 6 = 3 ∗ 2 ∗ 3 ∗ 2 = 22 ∗ 32 , we have that

𝜙𝜙(36) = 𝜙𝜙(22 32 ) = 𝜙𝜙(22 )𝜙𝜙(32 ) = (22 − 22−1 )(32 − 32−1 ) = (4 − 2)(9 − 3) = (2)(6) = 12

By Euler’s Theorem, 5𝜙𝜙(36) ≡ 512 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 36).

Hence 512 ≡ 5(511 ) ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 36), so 511 is the inverse of 5(𝑚𝑚𝑚𝑚𝑑𝑑 36).
Therefore 𝑑𝑑 = 511 = 48828125.

With this decryption key, we can convert the ciphertext blocks back into plaintext blocks.
With 𝑑𝑑 = 48828125,
𝑀𝑀1 ≡ 𝐶𝐶1 𝑑𝑑 ≡ 0748828125 ≡ 12(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀2 ≡ 𝐶𝐶2 𝑑𝑑 ≡ 2948828125 ≡ 14(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀3 ≡ 𝐶𝐶3 𝑑𝑑 ≡ 1848828125 ≡ 20(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀4 ≡ 𝐶𝐶4 𝑑𝑑 ≡ 3548828125 ≡ 13(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀5 ≡ 𝐶𝐶5 𝑑𝑑 ≡ 2248828125 ≡ 19(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀6 ≡ 𝐶𝐶6 𝑑𝑑 ≡ 0048828125 ≡ 00(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀7 ≡ 𝐶𝐶7 𝑑𝑑 ≡ 2348828125 ≡ 08(𝑚𝑚𝑚𝑚𝑚𝑚 37)
𝑀𝑀8 ≡ 𝐶𝐶8 𝑑𝑑 ≡ 3548828125 ≡ 13(𝑚𝑚𝑚𝑚𝑚𝑚 37)
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The plaintext string 1214201319000813 has been recovered, producing the plaintext
‘MOUNTAIN’.

Of course, calculating any number, bar 0 and 1, to the power of 48828125 would be
excruciatingly tedious to do by hand, and so use of a computer or website to calculate the
residues (modulo 37) is logical. For the above I used PowerMod Calculator, which produced the
results instantaneously. This proves how essential computer use is for exponential
cryptosystems; an eavesdropper trying to decrypt a ciphertext by hand would need an
enormous amount of free time to crack the system, even if they had knowledge of all of the keys
used.

The Pohlig-Hellman cryptosystem is a good example of an exponential cipher, but never became
prevalent since all aspects of the system, including the encryption key, decryption key and 𝑝𝑝,
must remain secret. This contradicts Kerckhoffs’ Principle and Shannon’s Maxim, as secrecy is a
requirement in this cryptosystem. Its successor, the RSA cryptosystem, became dominant in the
following years, because it does not rely on private keys, despite being very similar in structure.
The Pohlig-Hellman system also requires that each user has their own unique keys, so
distribution of keys could prove problematic for a large number of users. Keys may also need to
be changed regularly to maintain security; these complications are solved with a public key in
the RSA system.

11. RSA ENCRYPTION

The current worldwide-used encryption method is the RSA cryptosystem, which has been active
since its creation in 1978. It is an asymmetric, public-key exponential cipher which relies on the
problem of prime factorisation for its security. It obeys Kirckhoffs’ Principle in that the
cryptosystem is not kept secret; the method is well known and parts of the system are public
knowledge. This property solves the age-old inconvenience of keys needing to be exchanged in
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some way before encryption can be performed – anybody can encrypt a message with the public
key, and only the private key is needed to decrypt, which is kept secret by the recipient. It also
means only one public key needs to be generated – it does not need to be unique for each sender
(Rivest et al, 1978).

The mathematics behind RSA encryption is similar to that of the Pohlig-Hellman cryptosystem.
We start by choosing two very large distinct primes, 𝑝𝑝 and 𝑞𝑞, and multiplying them together to
produce a huge composite number, 𝑛𝑛. This 𝑛𝑛 is the modulus to be employed in the system and
acts as one of the public encryption keys.

The plaintext string 𝑀𝑀 must satisfy gcd(𝑀𝑀, 𝑛𝑛) = 1; if this isn’t the case initially, we can use
padding to ensure this property is met. Encryption of 𝑀𝑀 (or blocks 𝑀𝑀1 , 𝑀𝑀2 , 𝑀𝑀3 … ) is attained via
𝑀𝑀𝑒𝑒 ≡ 𝐶𝐶(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)

where 𝑒𝑒 is the public exponent key, chosen so that 1 < 𝑒𝑒 < 𝜙𝜙(𝑛𝑛) and gcd�𝑒𝑒, 𝜙𝜙(𝑛𝑛)� = 1.
The second of these requirements for 𝑒𝑒 ensures that it has an inverse, modulo 𝜙𝜙(𝑛𝑛):
𝑒𝑒𝑒𝑒 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝜙𝜙(𝑛𝑛))

What is 𝜙𝜙(𝑛𝑛)? Well, since 𝑛𝑛 = 𝑝𝑝𝑝𝑝 and gcd(𝑝𝑝, 𝑞𝑞) = 1, by the multiplicative property of Euler’s Phi
function,
𝜙𝜙(𝑛𝑛) = 𝜙𝜙(𝑝𝑝𝑝𝑝) = 𝜙𝜙(𝑝𝑝)𝜙𝜙(𝑞𝑞)
But since 𝑝𝑝 and 𝑞𝑞 are both prime numbers, 𝜙𝜙(𝑝𝑝) = 𝑝𝑝 − 1 and 𝜙𝜙(𝑞𝑞) = 𝑞𝑞 − 1.

So therefore, putting this altogether,

𝜙𝜙(𝑛𝑛) = (𝑝𝑝 − 1)(𝑞𝑞 − 1)

This result means that the recipient, who generated the primes 𝑝𝑝 and 𝑞𝑞 to formulate 𝑛𝑛, can
calculate 𝜙𝜙(𝑛𝑛) easily with this simple relation. The value of 𝜙𝜙(𝑛𝑛) is kept private.

The inverse of 𝑒𝑒(𝑚𝑚𝑚𝑚𝑚𝑚 𝜙𝜙(𝑛𝑛)), 𝑑𝑑, is the private exponent key. From the definition of congruences,
we have
𝑒𝑒𝑒𝑒 = 1 + 𝑘𝑘𝑘𝑘(𝑛𝑛)
for some integer 𝑘𝑘. We can now use this relationship for decryption:
𝐶𝐶 𝑑𝑑 ≡ (𝑀𝑀𝑒𝑒 )𝑑𝑑
≡ 𝑀𝑀𝑒𝑒𝑒𝑒
≡ 𝑀𝑀1+𝑘𝑘𝑘𝑘(𝑛𝑛)

𝑘𝑘

≡ (𝑀𝑀)�𝑀𝑀𝜙𝜙(𝑛𝑛) �
≡ (𝑀𝑀)(1)𝑘𝑘
≡ 𝑀𝑀(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)

[Result 3]

The step (𝑀𝑀𝜙𝜙(𝑛𝑛) )𝑘𝑘 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛) is due to Euler’s Theorem, which is why we need gcd(𝑀𝑀, 𝑛𝑛) = 1.
Let’s look at a simple example to clarify the RSA algorithm. The numbers used will be much
smaller than those used in reality.

Alice wants to create a cryptosystem where she can receive messages from anybody worldwide,
without having to exchange private keys to each sender.

She chooses two prime numbers, 37 and 59, and multiplies them together to get 2183.
Alice can now calculate 𝜙𝜙(2183) = (37 − 1)(59 − 1) = (36)(58) = 2088.
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Next, she picks the public exponent key 𝑒𝑒 such that 𝑒𝑒 and 2088 are relatively prime.
She chooses 𝑒𝑒 = 17 and verifies that gcd(17, 2088) = 1.

At this point Alice is ready to find the private decryption key, 𝑑𝑑.
She knows that 𝑑𝑑 exists such that 17𝑑𝑑 ≡ 1(𝑚𝑚𝑚𝑚𝑚𝑚 2088), which is equivalent to 17𝑑𝑑 + 2088𝑘𝑘 = 1.
Using the extended Euclidean Algorithm:
2088 = 122(17) + 14
17 = 1(14) + 3
14 = 4(3) + 2
3 = 1(2) + 1
2 = 2(1) + 0

Hence, 𝑑𝑑 = 737.

1 = 3 − 1(2)
= 3 − 1�14 − 4(3)�
= 5(3) − 14
= 5�17 − 1(14)� − 14
= 5(17) − 6(14)
= 5(17) − 6�2088 − 122(17)�
= 737(17) − 6(2088)
1 = 17(737) + 2088(−6)

At this stage, Alice has finished her RSA cryptosystem, with the following properties:
•
•

Public: 𝑛𝑛 = 2183; 𝑒𝑒 = 17
Private: 𝑝𝑝 = 37; 𝑞𝑞 = 59; 𝜙𝜙(𝑛𝑛) = 2088, 𝑑𝑑 = 737

Bob wants to send the very short message ‘NO’ to Alice, and has the public key (17, 2183) in his
possession.
He converts ‘NO’ to a plaintext string, yielding 1314.

He checks if 1314 and 2183 are relatively prime; this can be done via the Euclidean Algorithm,
but there are plenty of online calculators available to verify this. It turns out that
gcd(1314, 2183) = 1.

Bob can now encrypt the message ‘NO’ using the public keys:

131417 ≡ 257(𝑚𝑚𝑚𝑚𝑚𝑚 2183)

Alice receives the ciphertext string and can decrypt using her private key, 737:
257737 ≡ 1314(𝑚𝑚𝑚𝑚𝑚𝑚 2183)

The last two results were found via the PowerMod Calculator.

In practice, much bigger numbers would be used; 𝑛𝑛 = 2183 could be factored in seconds by
computers and would reveal the rest of the system. This is why the prime numbers 𝑝𝑝 and 𝑞𝑞 must
be chosen so that, when multiplied, they produce an 𝑛𝑛 which is hundreds of digits long. These
primes should be at least be greater than 21024 – the larger they are, the stronger the cipher
(Finotti, 2009). They should be generated randomly, and should not be too close to one another.
Prime numbers can be found easily using a primality test.
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RSA encryption also solves the problem of authentication – knowing who or what exactly is
using the public key to encrypt and send information to the receiving party. In the days of
classical cryptography, there would only be two parties using a cryptosystem at one time, and
they would have to keep the key secret so nobody else could use the system. Assuming this was
achieved, both parties could be sure of who was using the system. With public-key
cryptography, the public key is available for anyone to use, so how would the parties know who
was sending them messages?

Let’s assume that both Alice and Bob each have their own public and private keys. Every user of
the RSA system does. Alice wants to send information to Bob, so clearly she uses Bob’s public
key to encrypt the information, and Bob uses his private key to decrypt. However, Alice can also
encrypt the information simultaneously with her private key (along with Bob’s public key). This
appears to be a trivial thing to do, since her private key encryption can be decrypted by anyone
with her public key. But this ensures that Bob knows it is Alice who has sent the information,
and thus he decrypts with Alice’s public key and his own private key.
We can model this with modular arithmetic:
Alice’s Encryption
Bob’s Decryption

𝑃𝑃 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝 ≡ 𝐶𝐶(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)
𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝

𝐶𝐶𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝 ≡ �𝑃𝑃 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝 �

≡ 𝑃𝑃(𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝 )(𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝 𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 ) ≡ 𝑃𝑃(𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛)

where 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝 and 𝐴𝐴𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 are Alice’s public and private keys respectively, and are inverses of one
another, and likewise 𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝 and 𝐵𝐵𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 are Bob’s keys. This system is known as a digital signature.

Until huge developments in computing take place in the future, or if a genius manages to
develop a proven algorithm to factor large prime products, the RSA cryptosystem will be
considered the safest form of encryption and will continue to be used worldwide. RSA-2048, the
name of the 617-digit number currently used as the modulus, would currently take the world’s
most powerful computers, used simultaneously, hundreds of years to factor. There are no
guarantees that the RSA cryptosystem cannot be broken in the future, but with current
resources available to mathematicians and cryptographers, it is almost certain that the RSA
system will be around for a long time.

12. MATLAB

Cryptography is a field which moves with the times, and due to the emergence of computers and
the internet towards the end of the 20th century, most – if not all – of cryptography is applied
using computers today.
There are many mathematical programs that have been created over the years for many
different purposes, such as algebra, statistics and numerical analysis. MATLAB (short for Matrix
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Laboratory) is a numerical computing package that can be used to perform a variety of
calculations, writing function files, plotting graphs, and many other useful operations.
Accordingly, I used MATLAB to write simple codes for encrypting and decrypting messages with
the Caesar cipher and the Affine cipher.

Caesar cipher

𝐶𝐶 ≡ 𝑃𝑃 + 𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚 26)

FIGURE 9 – CAESAR CIPHER ENCRYPT FILE

This is the function file that I created to encrypt messages using the Caesar cipher. The coding
begins by defining the function of the plaintext and key, with ciphertext output. I defined the 26character alphabet with each capitalised letter from A to Z. MATLAB’s built-in alphabet is ASCII
(American Standard Code for Information Interchange). This has 128 characters, including
lower case letters and various symbols. However, to keep the coding simple I chose to define a
new alphabet, in line with the one I have used in this report. The snag was that elements in
MATLAB start at 1, not 0; as such the letter A became number 1, not 0, and so B=02, …, Z=26.

I defined the wordlength as the size of the row vector containing the elements of the plaintext
characters. Since matrices (and vectors) are defined row by column, the ,2 represents that we
only want the size of the second dimension of the matrix i.e. the columns, with each column
containing a letter in the plaintext.

I then needed to create a loop in the function to encrypt each letter individually. For each letter,
the index in the alphabet array corresponding to the ith plaintext letter (if found) was shifted by
the key value to return the newposition. This newposition value then served as the alphabet
index, from which we return the encrypted letter. In other words, newposition took the
previous position, added the value of the key, and represented it modulo 26. Each of these
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values was put into an array containing the numerical value of the encrypted letter. As
mentioned, 0 is not defined, so I had to enter another loop to assign 26 to 0 [26 ≡ 0(𝑚𝑚𝑚𝑚𝑚𝑚 26)].

Finally, I ended all open loops, defined the ciphertext as the character in the alphabet
corresponding to the newposition, and ended the function. In the command window, it was
now possible to encrypt a word with the function caesarencrypt(plaintext,key).

FIGURE 10 – CAESAR ENCRYPTION OF ‘HELLO’ WITH KEY 3

For decryption, I created a very similar function, only with some variable names swapped and
now the key being subtracted instead of added to the plaintext.

𝑃𝑃 ≡ 𝐶𝐶 − 𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚 26)

FIGURE 11 – CAESAR CIPHER DECRYPTION FILE

In the command window, the decryption was via caesardecrypt(ciphertext,key).

FIGURE 12 – CAESAR DECRYPTION OF ‘KHOOR’ WITH KEY 3

Therefore, ‘HELLO’ was successfully encrypted to ‘KHOOR’ and decrypted back with the two
straightforward function files.
Affine cipher
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𝐶𝐶 ≡ 𝐽𝐽𝐽𝐽 + 𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚 26)

FIGURE 13 – AFFINE CIPHER ENCRYPTION FILE

This function file is very similar to the Caesar encrypt file , except that now I had to introduce a
multiplicative key as well as an additive key. This change was represented in the newposition,
but everything else remained the same. Encryption was performed in the command window
with affineencrypt(plaintext,multkey,addkey).

FIGURE 14 – AFFINE ENCRYPTION OF ‘HELLO’ WITH MULTIPLICATIVE KEY 15 AND ADDITIVE KEY 8

Since the Affine cipher is a linear generalisation of the Caesar cipher, a simple check of the
relation between the two was to encrypt ‘HELLO’ with a multiplicative key of 1 and an additive
key of 3:

FIGURE 15 – AFFINE ENCRYPTION OF ‘HELLO’ WITH MULTIPLICATIVE KEY 1 AND ADDITIVE KEY 3

Thus, the same result is achieved with the Affine encryption file and the Caesar encryption file.

Any values for the keys can be used to encrypt a message in the Affine cipher, but to decrypt we
must make sure that the multiplicative key has an inverse, modulo 26. This is the case if
gcd(𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝑘𝑘𝑘𝑘𝑘𝑘, 26) = 1. [Result 1]

While I did not account for this in the encryption file, I implemented several tests in the decrypt
file to ensure that the inverse existed and so decryption was actually possible.
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𝑃𝑃 ≡ 𝐽𝐽−1 (𝐶𝐶 − 𝐾𝐾)(𝑚𝑚𝑚𝑚𝑚𝑚 26)

FIGURE 16 – AFFINE CIPHER DECRYPTION FILE

The decryption file starts by defining the alphabet, calculating the word length and using a loop
to find the position of each letter of the plaintext in the alphabet array.

The main part of the file was for finding the inverse of the multiplicative key, if it existed.
MATLAB does not have a modular inverse function naturally built in so I had to find a way to
work it out using other operations.
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I began by defining relprime as the gcd of the multiplicative key and 26. If relprime was
found to be 1, then decryption would be possible. As such, the first test was to solve the
Diophantine equation, 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑥𝑥) + 26(𝑘𝑘) = 1 for integer solutions.

I created a loop to substitute values of 𝑘𝑘 (between 1 and 100) into the equation (test2). Of
course, this would produce 100 results, so I needed a way to pick out the integer solution. The
way I did this was to make another test (test3), which would subtract the rounded-down
values obtained from test2 from the actual values obtained in test2. If the result was 0, then I
could be sure that an integer solution to test2 had been found, since the rounded value of an
integer would just be itself.
This was done using the floor function, which maps any real number to the largest integer less
than or equal to it. For example: 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(8.8) = 8, 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(1) = 1, 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓(−5.6) = −5

Once a solution had been found for test2 and was verified to be an integer via test3, we called
this integer 𝐾𝐾 and substituted it back into 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑥𝑥) + 26(𝐾𝐾) = 1 to find the inverse 𝑥𝑥.

Having found the inverse, I made another loop to create the newposition in the alphabet of
each decrypted letter. Again, values of 0 were assigned to 26, corresponding to Z.

Finally, the plaintext was assigned to the letter corresponding to the newposition. However, I
created an else condition that produced the message ‘no solution’ if no inverse existed for the
multiplicative key.
The decryption file was now finished and could be applied in the command window via
affinedecrypt(ciphertext,multkey,addkey). To make sure it was coded properly, I
decrypted ‘XEFFY’ with the keys used in the Affine encryption example [Figure 14]:

FIGURE 17 – AFFINE DECRYPTION OF ‘XEFFY’ WITH MULTIPLICATIVE KEY 15 AND ADDITIVE KEY 8

A second test to confirm that the inverse check was working properly was to decrypt using a
multiplicative key that had a gcd greater than 1 with 26. This would mean the inverse does not
exist:

FIGURE 18 – AFFINE DECRYPTION OF ‘XEFFY’ WITH MULTIPLICATIVE KEY 13 AND ADDITIVE KEY 8

As expected, ‘no solution’ was returned since the multiplicative inverse does not exist, because
gcd(13, 26) = 13 ≠ 1.
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13. CONCLUSION

Cryptography is not just the study of protecting messages and data for electronic and online
services, but is an art in its own right. It has existed in countless forms for thousands of years,
and has grown more important to society with each passing century. As time goes on, this is
only likely to continue.

It is amazing to think that one of the earliest cryptosystems, the Caesar cipher, was so simple
but secure during its time, and now we use cryptosystems which the world’s most powerful
computers cannot crack. We have seen the developments from monoalphabetic to
polyalphabetic ciphers, the invention of cryptographic devices and electromechanical cipher
machines, World Wars hinging on cryptanalytic success, and now the RSA cryptosystem which
governs the digital, online era we live in.

Even as recently as February 2016, technology giants Apple published a letter to their
customers which touches on the importance of encryption for customers’ privacy, and their
refusal to compromise the security of their encryption at the request of the FBI. After recent
terrorist attacks, the FBI want Apple to create a way into iPhones to access personal data, which
Apple believes threatens the safety of their customers. Only a few years ago was the welldocumented NSA scandal of hacking into public emails. Cryptography is more relevant than it
has ever been.
The mathematics behind cryptography, number theory, is a fascinating topic with lots of
abstract properties and ideas. Until recent times, it was considered a pure subject with no reallife applications; now it is part of our everyday lives without us even realising. What’s more
interesting is that modular arithmetic was only conceptualised by Gauss in the 1800’s, which
makes the achievements before this creation even more remarkable.

In the last century, computing and the internet has emerged as the backbone of our society.
Retail has progressed from face-to-face cash purchases to online card transactions. Messages
have moved from letters in the post to private emails. Social media has exploded and personal
information is typed on keyboards around the world every minute. And so cryptography has to
provide the protection of this data. Naturally, computer programs have been created which can
enable us to make encryption even safer; MATLAB is just one example of such a program.

Using MATLAB enabled me to write a couple of codes for very simple ciphers, but with more
time and practice it would be possible to create more for the advanced ciphers. Using the ASCII
alphabet would allow for more complex messages to be encrypted – for example ‘What’s up?!’,
which with the reduced alphabet would have to be encrypted as ‘WHATSUP’. This part of my
report has enlightened me on how programming can be used for cryptography, even if I have
only touched the surface.

Cryptography is a fast-moving subject and is very sensitive to the needs of the real-world, so it is
very hard to predict its future. The RSA cryptosystem is relatively recent in the history of the
field, and there are no guarantees that a new, better system will not come along and make it
redundant. In theory there are likely to be infinite forms of encryption in some way, and
perhaps there exists the possibility of a perfectly unbreakable system being realised and used
worldwide for future generations.
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14. GLOSSARY

Alice and Bob – the two names of characters used to refer to the primary parties using a
cryptosystem. Typically, Alice is the sender and Bob is the recipient.

Asymmetric / public cryptosystem – a cryptosystem where the encryption key and the
decryption key are mathematically related, but are different. The encryption key is made
available to the public, while the decryption key is kept private.

Authentication – the verification of who or what exactly has sent information. In previous times
this could be via a stamp; nowadays it is through a digital signature.

Baudot Code – it its simplest form, a way of representing the alphabet by a 5-digit sequence of
1’s and 0’s.

Block – a way of grouping characters in the plaintext to break the original plaintext string into
groups of smaller strings, making encryption easier and possibly making cryptanalysis more
difficult.

Brute force attack – the cryptanalytic method of exhausting all possible keys that could be used
in a cipher until a suitable match is found. This is very time-consuming and would typically be
done by computers.
Cardinality – the number of elements in a set.

Cipher – the security algorithm of the cryptosystem, encrypting and decrypting the information
one character at a time.
Ciphertext – the text produced as a result of the encryption algorithm.

Classical cryptography – a term used to encompass the period of time where cryptosystems
were very basic and were usually performed by hand and exchanged in person or via a courier.
Code – the encryption of a whole word or phrase, rather than each individual character. They
usually require a codebook to decrypt.
Codebook – a book consisting of all the code encryption transformations.

Congruence relation – the basis of modular arithmetic, which allows different integers to
represent other integers with respect to the modulus. They are related in that they have the
same remainder when divided by the modulus.

Cryptanalysis – the study of finding weaknesses in cryptosystems, with the aim of breaking
them.

Cryptosystem – the entire cryptographic algorithm, which consists of the plaintext, encryption
key, decryption key and ciphertext.
Decryption – the algorithm of reverting the ciphertext back into plaintext.

Digital signature – a way of verifying the authenticity of an online interaction, so that the
recipient knows exactly who has sent them the encrypted information.

Eavesdropping – when an external party tries to ‘listen in’ on messages being exchanged
privately, in order to gain information on the unencrypted message or the cryptosystem.
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Electrical telegraphy – a long distance form of communication that uses electric signals to send
the information, i.e. radio.
Encryption – the algorithm of changing the plaintext into ciphertext.

Frequency analysis – the cryptanalytic method of analysing the ciphertext and noting the most
frequent characters, and comparing these characters to the most frequently-used letters in the
Latin (or otherwise) alphabet. This only works for monoalphabetic ciphers.
Greatest common divisor (gcd) – the largest positive integer that divides a pair of integers
without leaving a remainder. If the greatest common divisor of two integers is 1, they are
relatively prime.

Key – a piece of information which governs the security of the cryptosystem. It is used to
encrypt and decrypt the information being transferred.

Monoalphabetic cipher – a substitution cipher which encrypts plaintext characters based on one
ciphertext alphabet; each plaintext character has only one ciphertext equivalent.

Padding – adding dummy characters (i.e. X’s) or a phrase to the end of the plaintext string, in
order to increase security and disguise the actual length of the plaintext from a cryptanalyst.

Plaintext – the original, unchanged message or information which has to be encrypted before
being sent to the recipient.

Polyalphabetic cipher – a substitution cipher which encrypts plaintext characters according to
more than one ciphertext alphabet; each plaintext character has more than one ciphertext
equivalent.
Primer – a letter or short word that is placed before the plaintext string, forming the key.

Prime factorisation – the decomposition of integers into their prime factors. For very large
integers, this becomes a difficult task, even for computers.

Relatively prime – the property of two numbers sharing no common factors except for 1. Also
known as coprime.
String – a sequence of numbers that represent the plaintext / ciphertext characters together.

Substitution cipher – a method of encryption which alters individual plaintext characters via a
fixed system, but does not change the order of the plaintext.
Symmetric / private cryptosystem – a cryptosystem that requires only one key, used for both
encryption and decryption, and must be kept private between the sender and receiver.

Transposition cipher – a method of encryption which does not change the individual plaintext
characters, but rearranges them so the ciphertext is a permutation of the original plaintext.
Often an encryption device will be used with a transposition cipher to improve secrecy.

Trapdoor function – an invertible function which is simple to compute in one direction, but very
difficult to compute the inverse, without knowing a piece of information, called the ‘trapdoor’.
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